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.What's on your mind?

SECURITY AND LOGIN

acebook S

obile

Touch the Menu (the four dots in the bottom right).
Scroll down until you see Settings and Privacy.

ol LTE €3

+ Qe Touch Settings for the drop-down window.

Touch Password and Security. (This will bring up

A
/

&
- the Accounts Center.)

Touch Password and Security again.

11:10 ol LTEEB

11:26 w! LTEE
? Help & support v
4 Settings & privacy Q
¢+ Settings & privacy ~
Q0 Meta
0 Settings

Accounts Center
Manage your connected experiences and account
settings across Meta technologies.

Device requests
[2)] Personal details

@ Password and security

Ad preferences

—. Recent ad activity

/' Orders and payments See more in Accounts Center

e In the Two-factor authentication , select Facebook, you will be required to enter

your password.

Authentic

It will ask how you would like to get your login code. An

ation app is the recommended method (Duo mobile, Google

Authenticator) and is more secure than text message. This prevents others from
logging into your account or impersonating you.

This lets you enhance
Change password > your security by
controlling who can log
Two-factor authentication > into your account with
your user/password,
Saved login > should it be stolen.
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SECURITY CHECKS

Security checks See where you are logged in - log out of
Review security issues by running checks across X . X
apps, devices and emails sent. any devices you don't recognize.

Get login alert notifications when someone
tries to log into your account.

Login alerts > See recent emails sent to you about
security events.

Run a security checkup on your account to
Security Checkup > see if you are following good security.

Where you're logged in >

Recent emails >

PRIVACY
PROFILE & TAGGING SETTINGS

11:28 w LTEE@

Adjust these to be your Profile
Viewing and sharing and Tagging settings to be
Who can post on your more secure on Facebook.

profile? & Friends v

L4 Profile and Tagging

By limiting who can post on your profile,
post on your profile? & Friends tag you, or see your posts, you can keep
your account private from unwanted
users and reduce risk of being hacked or
cloned.

Who can see what others

Allow others to share your posts to
their stories? ()

If you create a public post, anyone on Facebook
can share it to their story. If you tag someone in
any post, they can share it to their story. Their
story will include your full name, a link to your post,
and will be visible for 24 hours. They control who

sees it. Reviewing
. Review tags people add to your
Tagging posts before the tags appear on
?
Who can see posts you're R Facebook]
at Friends v If someone who you're not friends with adds a tag

. .o
tagged In on your prOfIlE. to your post you'll still be asked to review it.

. A Remember: When you approve a tag, the person
When you're tagged Ina tagged and their friends may be able to see your

post, who do you want to post.
add to the audience of the &t Friends v

N Review posts you're tagged in before
post if they can't already it v

the post appears on your profile?

PP ‘ -
see it? This only controls what's allowed on your profile.
They'll be able to see these posts in places like Posts you're tagged in still appear in search, News
Feed and search. Feed and other places on Facebook.

EFFECTIVE ON: JUNE 2023

By ©)
QFFICE OF ATTORNEY GENERAL



mobile

T———— T T o Yo e (€ Ul S

FOLLOWERS AND PUBLIC CONTENT
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Public post comments

Choose who is allowed to comment on your
public posts. People tagged in your public
posts and their friends may still be able to
comment. Learn More

You can update this on individual posts
without affecting your account settings.

& Public ®
&% Friends of friends O
22 Friends O

Public post notifications

You can get notifications when people who
aren't your friends start following you and
share, like or comment on your public posts.

) Everyone ®
&% Friends of friends O
) Noone O

Go to Settings then to
the Audience and
visibility tab and click
Followers and public
content.

Edit the settings to match

the picture on the left - this
will prevent from unwanted
users from finding and
following you. This will
disallow them from viewing
or commenting on your
public posts.

—
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OFF-FACEBOOK ACTIVITY

Off-Facebook activity includes information that businesses and organizations share with us about your
Interactions with them, such as visiting their apps or websites.

6:320 ol T @
< Settings & privacy Q
B Activity log

Device permissions

Your information
Manage your Facebook information.

B Access your information

@ Download your information

2 Transfer a copy of your information
W% Apps and websites

&% Business integrations

Off-Facebook activity

8 Learn how to manage your information

Community Standards and Legal
Policies

® Terms of service
= Privacy Policy
@ Cookies Policy

& Community Standards

Home News Dating  Notifications Menu

Wateh

Go back until you get to the Settings
screen, go down to Your information.
Touch Off-Facebook Activity to
review. You will be asked to re-enter
your password.

Under Activity Controls, Touch Clear
History > Clear History

You can also choose to turn off your
future Off-Facebook Activity. Go
back to Off-Facebook Activity, touch
Disconnect Future Activity, turn off
the radio button next to Future Off-
Facebook Activity.

< Off-Facebook activity

@& Only you can see this list.

Your Off-Facebook Activity
Off-Facebook activity includes information
that businesses and organizations share with
us about your interactions with them, such as
visiting their apps or websites.

Clear History

ol T @@

< Manage Future Activity

Future Off-Facebook Activity
Your experience may be less

personalized and the ads you see may be
less relevant to you.

Activity You've Turned Off
View and manage the apps and websites >
whose activity you've turned off.

@ Some of your activity may not appear here.
Learn More

FRIENDS LIST

Go to Settings,

then Audience

and visibility and click How
people find and contact you.

Edit the settings to match the
picture on the right - this will
prevent from unwanted users from
finding and contacting you. This will
also prevent them from seeing your
friends or viewing your personal
information.

EFFECTIVE ON: JUNE 2023

Turning this off
will limit the
number of custom
ads you see
based on any
connected

accounts to your
Facebook profile.

This limits
organizations from
sharing information

about you.

Friends

Only me

No

¢ How people find and contact you

Who can send you friend requests? S
Friends of friends

Who can see your friends list? 5
Friends

Who can look you up using the email
address you provided? >

Who can look you up using the phone
number you provided? b,

Do you want search engines outside of
Facebook to link to your profile? >

By © I
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AD PREFERENCES

‘ Here you are able to
view and hide or
unhide ads for specific
companies that have
been advertised on

Ad preferences

Recent ad activity
View and manage ads you have >
interacted with recently.

Advertisers you've seen

Review and adjust settings for ® > your accou nt Choose
advertisers you have seen. )

. topics to see more or
Ad topics N
View and manage your ad topics less Of
Ad settings
Review settings and learn how data >

influences what you see.

CONNECTED EXPERIENCES

< <

Common questions

What information is used to sh
me ads?

Does Meta sell my data?

Here you are able to
choose which profiles

Connected experiences

Add accounts

Sharing across profiles

Choose a profile to control how you share
content, like stories and posts, across profiles.

you are sharing content
with. You also can

Share from

| &, Sharing across profiles

> | . Instagram

choose which accounts
can log into each other.

=) Logging in with accounts

E Manage payment info

> .—
Facebook

g Add accounts

APPS, GAMES, & WEBSITES

Here you can
add, remove, or
modify any apps

or games that
are connected to

Your information

Manage your Facebook information.

Access your information

o 6

Download your information

e g ;
r Transfer a copy of your information your accou nt.
&% Apps and websites These apps may
i Business integrations requ est your

information to
Off-Facebook activity

work, so remove
the ones you
don't use.

®) Learn how to manage your information

EFFECTIVE ON: JUNE 2023

< Apps and Websites

These are apps and websites you've connected to your
Facebook account by either logging into them with
Facebook or by connecting an account you have with them
to your Facebook. You can review and manage the non-
public information each app has permission to access, or
remove their access.

View more about information apps can access

/~\ Airbnb N
(X Added on Jun 1, 2023 + Active

OMG 5
Added on Nov 14, 2022 «

View Removed Apps and Websites

Preferences

Apps, websites and games

Gives you the ability to use Facebook to log into and
interact with third party apps, websites and games as well
as connect accounts you have with other apps, websites

Turn off

and games to Facebook.
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USEFUL LINKS

Safe Search Kids
www.safesearchkids.com

Microsoft Safety & Security
https://support.microsoft.com/en-us/help/4091455/windows-protect-privacy-internet

OnGuard Online
https://www.consumer.ftc.gov/features/ feature-0038-onguardonline

Facebook Help
https://www.facebook.com/help/325807937506242

- https://consumer.sd.gov/ §_ 1-800-300-1986 %ﬁ%ﬁfﬁm @
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