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X (formerly known as Twitter) is a platform to communicate and stay
connected through the exchange of quick, frequent messages. People
post X's (previously known as Tweets), which may contain photos,

PROFILE SETTINGS

videos, links, and text. These messages are posted to a user's profile,
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Twitter Circle allows you to send

Onits latest flight, the Xs (Tweets) to select people.
#MarsHelicopter flew 866 feet (264
m) for 143 seconds at a height of 32.8
feet (10 m). go.nasa.gov/30IDIT3

Lights, camera ...

Your photo and video Tweets will show

sent to followers, and are searchable on X search.

Edit profile

How To Create a Secure Profile
do not use a face photo
use a general location (or no location)
change your X (Twitter) username periodically to limit account
exposure
use nicknames, initials, or pseudonyms
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Bio Add a bio to your profile

Location Add your location
Website Add your website
Birth date Add your date of birth

Switch to Professional
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SECURE YOUR ACCOUNT

Access the Settings and privacy menu from ;mame
the Settings and Support menu. From the
B Lists Settings and privacy menu you can do things |k Remove your
2 Twitter Circle ' like view/change your account information, ||l ph;gfnn;gzl:er
setup 2-factor authentication, and view your |[asid i account for

& Follower requests

Select the country you live in. Lear

connected apps and session history. privacy.
Automation Username
Your account - Manage your automated account. can be
Professional Tools - ci| o Seeinformation about your account,
£ 2 download an archive of your data, or learn YPPTEl changed here.
Settings and Support ~ i about your account deactivation options.
&  Settings and privacy\ > ‘*
@ Help Center A Security and accm,mt access Account information
, Manage your account’s security and keep A  See your account information like your
O o @ track of your account’s usage including phone number and email address.
apps that you have connected to your
—— account.
P Change your password
Change your password at any time.
Monetization
ol h Twi .
) Sechonyes ke e o e Downloadanarchive of yourdat
713 all T y © P : &, Getinsights into the type of information
stored for your account.
¢« Securiti and account access
Two-factor authentication Deactivate your account
Manage your account’s security and keep track of ®  Find out how you can deactivate
your account’s usage including apps that you have Two-factor authentication your account
connected to your account. Protect your account from unauthorized access by
requiring a second authentication method in
addition to your Twitter password. You can choose Turn on two
3 ext message, authentication app, or security key. -
Secunty . e Learn more factor
Manage your account’s security . .
authentication
Additional password protection to prevent
Apps and sessions O —
a See information about when you logged Password reset protect (:) unauthorize
into YOL{; thcount and the spps you For added protection, you'll need to confirm your IoQInS on your
CONRECIEN 10 your account. email address or phone number to reset your account.
Twitter password.
Connected accounts
2 Manage Google or Apple accounts
connected to Twitter to log in. A
= Apps and sessions Remove any connected apps that do
not need to be connected. View

sessions on other devices, delete those
you don't recognize. View your account

See information about when you logged into your account and th

youc ected to your account,
access history to see the location of
Connected apps
APPS and SESSIONS when your account was accessed, this
Seseions will identify unauthorized access.
Logged-in devices and apps are those

you've allowed to access your X
(Twitter) account.
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Account access history

Logged-in devices and apps
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Ensure your privacy and safety by protecting your Xs
(Tweets), turning off photo tagging, turning off precise
location and not allowing personalized ads or inferred

PRIVACY AND SAFETY

Professional Tools v
Settings and Support ~ R 12:53 ull LTE Manage what information you allow other people
! on Twitter to see.
ettings and privac N . 4
& Setting privacy Your Twitter activity
/ ® Help Center . Protect your Tweets
O @ Audience and tagging N ly show your Tweets to people who follow you. If
& Manage what information you allow other selected, you will need to approve each new
\ people on Twitter to see. follower. Learn more
P —
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Privacy and safety
©@ Manage what information you see and
share on Twitter.

Manage your ads experience on Twitter.

Personalized ads I:l

You will always see ads on Twitter based on your
Twitter activity. When this setting is enabled,
Twitter may further personalize ads from Twitter
advertisers, on and off Twitter, by combining your
Twitter activity with other online activity and
information from our partners. Learn more

See your Twitter data

Your Tweets
&2 Manage the information associa
your Tweets.

Xs (Tweets)

shows them

only to your
followers and

Content you see

& Decide what you see on Twitter
your preferences like Topics ang allows you to
Mute and block LA
® Manage the accounts, words, a followers.

notifications that you've muted or block..

8 Direct messages
Manage who can message you directly.

Spaces
Manage your Spaces activity

(©]

Discoverability and contacts
@ Control your discoverability settings and
manage contacts you've imported

Data sharing and personalization

M)l [df7ell[§ Photo tagging Off
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Photo tagging

[ ]

You haven’t turned on photo tagging

When you do, people will be able to tag you in
photos, and you'll be notified when they do.

Allow sharing of additional information with
Twitter's business partners.

Allow additional information
sharing with business partners

Twitter always shares information with business
partners as a way to run and improve its products.
When enabled, this allows Twitter to share
additional information with those partners to help
support running Twitter’s business, including
making Twitter's marketing activities on other sites
and apps more relevant for you. Learn more

Ads preferences

Allow Twitter to personalize your experience with
your inferred activity, e.g. activity on devices you
haven't used to log in to Twitter.

Personalize based on your inferred
identity

Twitter will always personalize your experience
based on information you've provided, as well as
the devices you've used to log in. When this setting
is enabled, Twitter may also personalize based on
other inferences about your identity, like devices
and browsers you haven’t used to log in to Twitter
r email addresses and phone numbers similar to
those linked to your Twitter account. Learn mare

Manage your ads experience on Twitter.

Inferred identity
Allow Twitter to personalize your

“ experience with your inferred activity, e.g
activity on devices you haven't used to
log in to Twitter.

Data sharing with business partn...

™

Allow sharing of additional information...

Location information I’
@ Manage the location information Twitter
uses to personalize your experience.

Manage the location information Twitter uses to
personalize your experience.

Personalize based on places you've
been

Twitter always uses some information, like where
you signed up and your current location, to help
show you more relevant content. When this setting
is enabled, Twitter may also personalize your
experience based on other places you've been

Precise location Disabled

If enabled, Twitter will collect, store, and use your
device’s precise location, such as GPS information.
This lets Twitter improve your experience — for
example, showing you more local content, ads, and
recommendations.

Disabling or turning off these settings creates a less personal
experience, but also limits the information you share with X

See your Twitter data
(Twitter) about your location and activity while using the app.
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USEFUL LINKS

Safe Search Kids
https://www.safesearchkids.com/

Microsoft Safety & Security
https://support.microsoft.com/en-us/help/4091455/windows-protect-privacy-
internet

OnGuard Online
https://www.consumer.ftc.gov/features/feature-0038-onguardonline

X (Twitter) Privacy
https://help.twitter.com/en/safety-and-security#ads-and-data-privacy
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